In this paper, we propose a new encryption algorithm for communication of Bluetooth Sensor Systems. It is well known that Bluetooth sensor systems are commonly used in low range data transfer and communication applications where security and data transfer speed are the primary concerns. Several algorithms were proposed in this regard. Analyzing the strengths and weaknesses of the current encryption algorithms, we develop a new 128 bit encryption scheme which is designed only for the Bluetooth data transfer scenario by taking advantage of the Fast Frequency Hopping Scheme and thereby achieving greater data transfer speed and security.
INTRODUCTION
Bluetooth is a an open specification that enables low bandwidth, short range wireless connection between computers and peripherals, such as cell phones, and personal data assistants(PDA's). The appeal of the Bluetooth model lies in the convenience for wirelessly transferring information and small data files between devices.
WORKING OF BLUETOOTH
Bluetooth devices operate at 2.4 GHz in the license-free, globally available ISM (industrial, Scientific and medical) radio band. In the advantage of operating in this band is world wide availability and compatibility. A potential disadvantage is that Bluetooth devices must share this band with many other RF emitters. These include automobile security systems, other wireless communication standards (such as 802.11) and ordinary noise sources (such as microwave ovens). To overcome this challenge Bluetooth employs a fast frequency-hopping scheme and uses shorter packets than other standards in the ISM band. This makes Bluetooth communication more robust and more secure.
FREQUENCY HOPPING
Frequency hopping is literally jumping from frequency to frequency within the ISM band. Bluetooth specification ensures that the connected devices agree upon the next frequency to use by two ways. First is the master-slave relationship between Bluetooth devices. Bluetooth device operating in master mode can communicate with up to 7 slave devices. To each of its slaves, the master Bluetooth device sends its own unique device address (similar to an Ethernet address) and the value of its internal block. This information is used to calculate the frequency-hop sequence. Because the master device and all its slaves use the same algorithm with the same input, the connected devices always arrive together at the next frequency. Second, it specifies an algorithm that uses device specific information to calculate frequency-hop sequences. By frequency-hopping, a Bluetooth data transfer stays at a fixed frequency for a very short time. This provides a base level of security because it is very difficult for an eavesdropping device to predict which frequency the Bluetooth devices will use next. The frequency-hop algorithm is beyond the scope of this paper.
SECURITY IN BLUETOOTH
Security is a challenge faced by every communication standard. Wireless communications present special security challenges. Bluetooth builds security into its model on several different levels. At the lowest level Bluetooth uses the publicly available cipher algorithm known as the SAFER+ to authenticate a devices identity. This process involves creating a special link to create and exchange a link key, once verified is used to negotiate an encryption mode the devices will use for their communication.
The Bluetooth system uses four different types of entities to maintain security at the link layer; the public address that is unique for each unit, two secret keys, and a random number which is different for each new transaction. It also uses AES standard algorithms to encrypt the data to be transferred.
CURRENT SCENARIO
The keys mentioned above for the authentication and encryption procedures have several functions. In the case where two devices want to communicate without having had any contact before, secret keys, have to be established for the first time and in the case where communication has to take place between the devices which have met before, the secret keys from the previous communication instance can be used.
In order to support different phases of operation four types of link keys are defined. One, the combination key K AB , the unit key K A , the temporary key K master and the initialization key K init . The link key in use at a particular time will be referred to as the current link key. The encryption key, denoted by K C , is derived from the current link key. Based on the type of algorithm the encryption key is changed. The keys K AB and K A play functionally the same role. K AB is generated as a result of key generating process involving two units whereas unit key K A generated using a single unit. Bluetooth units with less memory use unit keys and for more security purposes combination keys can be used. K master is a temporary key that will replace the original link key temporarily when a master wants to communicate with more than one slave simultaneously using the same encryption key. The initialization key K init is used as a link key during the initialization phase when no combination or unit keys are present. The generation of this K init involves a Personal Identification Number (PIN) code. The Bluetooth specification requires that the value of the PIN can be changed. This allows, for example, the implementation of an automatic PIN code exchange through a Diffie-Hellman key agreement, rather than entering manually.
The value of K init is computed by the E22 algorithm from the BD_ADDR of the claimant unit, a PIN code, the length of the PIN code (in number of Octets), and a random number IN_RAND. The claimant unit is that unit that has to prove to the other unit, referred to as the verifier, that it knows the correct PIN. If the PIN is shorter than 16 octets, it is augmented by padding it with the data of BD_ADDR to ensure that K init is 128 bit long.
In E22 algorithm the 128 bit IN_RAND value is encrypted using the augmented PIN as the key using a function A r which is basically the SAFER+ encryption algorithm. The A r function will be detailed when we describe its use in the Bluetooth E1 authentication algorithm.
The link key generated is used to authenticate Bluetooth units to other devices. During the authentication process one unit, the verifier sends a random value to authenticate, the claimant. The claimant has to process the random value together with the link key to obtain a correct response value. The response value is sent back to the verifier, who compares the received value with an expected value pre-calculated by the verifier. The authentication process generates a bit string, the authentication ciphering offset ACO which is used for ciphering key generation. The ciphering key is calculated as a cryptographic hash of the link key, a random value and the ACO. Cryptographic functions used for authentication and key derivation in Bluetooth are based on a block-cipher algorithm SAFER++.
BASE

SECURE ENCRYPTION SCHEME
We propose a new algorithm which uses base 128 secure encryption scheme. It can be substituted for the current scheme because this algorithm has only two phases instead of three in the existing one. In this algorithm we use two keys; K p and K i . K p is the 128 bit pin number entered by the user for secure Bluetooth transfer called pass key and K i is the 8 bit result of the hash function A1, which is used for encryption. In order to enhance the security we introduce the use of a 128 bit salt K rand which is generated based on the next frequency channel of data transfer in the FFHS algorithm. The hash function A1 takes K p and K rand as input and generates K i . Using 128 bit K p and 8 bit K i , the A2 algorithm encrypts the 128 bit user data by iteration. The working of A1 and A2 algorithms are as follows.
A1 ALGORITHM
The A1 algorithm is as follows 
A2 ALGORITHM
The actual encryption process is carried out by A2 algorithm. The 128 bit data is taken as input. The data is divided into two halves of 64 bit each; D1 and D2. D1 and D2 are reversed internally. DATA of 128 bits is computed by joining D1 and D2. The DATA is XORed with the 128 bit K rand which is obtained from FFHS and changes with every hop of frequency in Bluetooth data transfer. The process is repeated K i number of times. 
CONCLUSION
Based on the strengths and weakness of the current algorithms, the proposed encryption scheme has reduced time and space complexity. This scheme takes advantage of the strengths of FFHS algorithm, which is proven to be secure. The TTL of the key is in synchrony with the FFHS sequence which changes about1200 times per second. This makes it less vulnerable for attack. Since it exploits the existing Bluetooth environment, the hardware implementation of this algorithm is easy. Thus the proposed encryption algorithm can be used as an effective alternative for the currently used algorithm.
